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ABSTRACT

Integration of artificial intelligence (Al) into agriculture has the potential to revolutionise agriculture, but it also presents
challenges and risks that must be carefully managed. Al can improve planning, streamline work processes, and improve
decision making in crop cultivation and animal husbandry, ultimately leading to higher returns for farmers. However,
lack of training and high implementation costs can make it difficult for some farmers to adopt Al, creating a competitive
disadvantage and concentrating agricultural resources. Additionally, Al may contribute to unemployment among those
with lower skill levels and poses cybersecurity risks that need continuous monitoring. Legal concerns also arise with
respect to data ownership and usage rights, with questions about who can access and utilise collected data. Farmers often
have to rely on Al systems as "black boxes", with limited understanding of how they work. If these systems fail and
cause damage, accountability becomes an important issue. It is crucial to assess the drawbacks and risks of Al
implementation in agriculture and educate farmers about these risks to prevent significant damage. Managing these risks
effectively and ensuring data accuracy and security are essential in the global adoption of Al in agriculture.
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1. INTRODUCTION

The notion that robots will replace human labour in crop harvesting is now a reality rather than a mere fiction.
Artificial intelligence (Al), also known as machine intelligence (MI), has emerged as a novel technology that
not only simplifies daily life, but also enhances productivity and profitability in various systems. The
importance of Al is evident from the projected value of the global Al market, which is expected to reach a
staggering 1,581 billion US dollars by 2030 [1]. Al has already permeated the entire economy, making its
presence felt in industries, finance, education, trade, and increasingly in the agricultural sector.

Agriculture and farming, which are among the oldest and most crucial fields of human activity, have
immense social importance, even though their contribution to the gross domestic product may have
diminished over time. Throughout history, mankind has used various technologies to cultivate crops, grow
plants, and use animals. However, with the growing population and the shrinkage of arable land, it has
become imperative to make farming more efficient and innovative. Consequently, efforts are being made to
improve productivity and yield in cultivated areas [2].

Improvement is crucial not only to ensure food supply but also to address the significant ecological footprint
and harmful side effects associated with food production, which contribute to climate change [3]. Agriculture
and related industries face numerous intricate and challenging issues that require a fresh perspective and
innovative — sometimes revolutionary — solutions. Increasing efficiency to the maximum, acquiring and
analysing high-quality data, and mobilising previously untapped or underutilised resources have emerged as
crucial concerns, thereby fostering more sustainable practices. Within this framework, a significant hurdle
lies in the form of global warming, escalating water scarcity, erratic weather patterns and occurrences, the
dearth of essential resources vital for agriculture, migration, waning interest or attrition of the societal strata
engaged in agriculture to alternative sectors, financial constraints, inequitable distribution of wealth and
income, and unfavourable working conditions. In addition, there is the pressing issue of the growing demand
for food, which is accompanied by the imposition of increasingly stringent food safety and quality
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regulations, the evolution of consumer preferences driving these changes, and the need to minimise the use
of harmful pesticides [4] [5].

The widespread adoption of digital technologies in agriculture is based primarily on various technological
solutions such as sensor technology for data collection, actuators for intervention, microcomputers for
onboard control, (mobile) telecommunication systems for data transmission, and databases for remote or
cloud-based services and server technologies [6]. These technological advances can be further enhanced
through the integration of Al.

Al offers numerous opportunities to transform agricultural work processes, but it also comes with risks and
dangers that must be carefully considered [1]. To determine the appropriate use of Al in agriculture and to
address the associated risks and downsides, it is essential to draw information from existing Al applications.
Moreover, the Collingridge dilemma, which suggests that the full impact of technology cannot be predicted
until it is widely adopted, emphasises the challenges of subsequent control and changes once technology is
fully integrated into daily practices [7].

2. MATERIALS AND METHODS

The prevalence of Al is evident in the extensive collection of over 1.4 million articles on Google Scholar
(https://scholar.google.com/) in the past 5 years that pertain to this field. Surprisingly, only a mere 36,000
articles touch on the potential risks associated with this emerging technology. In comparison, the number of
articles concerning agriculture in relation to Al is considerably lower, with approximately 30,000 articles
available, of which around 18.6 thousand acknowledge the risks associated with its application in this
domain.

Scite — Citation Statement Search (https://scite.ai/search) found 256,339 articles related to Al between 2019
and 2024, of which 68,222 mentioned some kind of risk involved in the use of Al. 13,048 of the published
articles mentioned Al and agriculture in relation to each other, of which 4,284 also mentioned risks.
Consequently, it becomes apparent that while numerous studies explore the possibilities and advantages of
artificial intelligence, insufficient emphasis is placed on the potential risks.

After briefly examining the concept of Al, its main types and the advantages that arise from its
implementation in the field of agriculture, our research strives to synthesise pertinent sources that can provide
a more comprehensive understanding of the dangers and challenges posed by Al.

3. RESULTS AND DISCUSSION
3.1. The interpretation of Al and the advantages in agriculture

According to the European Parliament, Al is poised to become the predominant technology of the future,
allowing machines to exhibit human-like behaviour through capabilities such as environmental sensing,
learning, problem solving, planning, reasoning, and creativity [8].

Numerous interpretations of Al can be found in the academic literature, making it difficult to pinpoint the
most precise definition that satisfies all requirements. Marvin Lee Minsky was a prominent figure in the field
of Al, known for his groundbreaking research. He defined Al as the discipline focused on developing
machines capable of performing tasks that typically require human intelligence [9].

Al systems, while not equivalent to human intelligence, can mimic certain aspects of it [1]. These systems
can analyse their surroundings, exhibit intelligent behaviour, and perform specific tasks autonomously. Al
can manifest itself through software applications or physical entities such as robots and drones. Machine
learning plays a crucial role in Al, enabling systems to create algorithms for tasks such as recognition and
classification based on training data [10]. Al has the ability to identify and understand complex scenarios
through rapid processing, merging, and analysis of large and diverse data sets [3]. It is not mandatory that all
data and the objective for data computation are predetermined and familiar to Al; the system must also have
the capability to operate with unfamiliar data. It must have the ability to autonomously determine which data
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to use for a specific purpose [11] [12]. According to ref. [11] and [13], Al, which includes both software
and/or hardware components, is capable of self-improvement, thus improving its own performance. By
continuously processing incoming data and information from various sources, Al undertakes tasks that were
previously exclusive to human capabilities. The most advanced Al solutions have the ability to generate
novel combinations of previously acquired knowledge elements. Data collection and processing in business
organisations serve primarily to facilitate management decisions. With the integration of Al, systems can
generate decision proposals for decision makers, which could lead to automation of execution and
elimination of human intervention in certain cases [3]. As per ref. [14], the primary objective of Al
applications already in use is to improve the efficiency of digital analysis and automation solutions within
business organisations. These applications typically involve quantitative changes aimed at optimising

resource management and reducing costs [11].

There are three main types of Al that can be distinguished [15] [16]:

- The first type is Artificial Narrow Intelligence (ANI), which is controlled by complex algorithms and
neural networks. ANI systems can learn from experience, detect patterns, and make predictions.
However, they are still far from possessing the full range of human intelligence. Examples of ANI
include image and facial recognition systems, self-driving vehicles, and virtual assistants.

- The second type is Artificial General Intelligence (AGI), which encompasses the capabilities of ANI
and goes beyond them. AGI systems can extrapolate acquired knowledge to tasks and situations that are
not closely related to the data and algorithms they have processed. To achieve AGI, significant
computing power is required, currently only available in supercomputers. While AGI systems are still
under development, examples can be found in super- or quantum computers, as well as generative
models like ChatGPT.

- The third type is Artificial Superintelligence (ASI), which represents the highest level of Al
sophistication. ASI systems possess complete self-awareness and are capable of understanding and
imitating human behaviour. They combine human-like characteristics with superhuman processing and
analytical capabilities. Although the creation of ASI systems in the near future is unlikely, it is important
to prepare for a world where Al can surpass and potentially render humans obsolete in various ways.
This preparation should involve ethical, legal, and other means. The point at which Al surpasses human
mental capabilities, known as the technical or Al singularity, is a significant milestone in the rapid
development of Al.

For agricultural decision makers, the use of Al in a strategic way has the potential to improve productivity,

minimise waste, and optimise costs. Various studies have highlighted several ways in which Al can benefit

farmers [17] [18] [19] [20] [21]:

Utilisation and analysis of diverse data types: A plethora of data types can be obtained from various
devices such as photos, videos, light, 10T sensors, and other technologies that capture inputs.

- Real-time data tracking: Even a single plant can produce significant data on the impact of light, water,
weather, and environmental changes on production, taste, disease susceptibility, and more. Over time,
these data can offer valuable insight to improve efficiency, increase yield, determine pricing based on
estimated crop yields, reduce waste, enhance nutritional value, and optimise the use of diminishing
resources such as water, arable land, fertilisers and pesticides.

- Livestock health monitoring: Al can monitor vital signs, daily activity levels, and food intake of animals
to ensure their well-being.

- Continuous machine learning with round-the-clock monitoring: Continuous data collection, including
drone use, allows real-time information on crop growth and environmental conditions, allowing farmers
to adapt to unexpected events.

- Deployment of Autonomous Systems: Intelligent self-driving vehicles, robots, and drones offer a
solution to perform various agricultural tasks that are challenging to perform with human labour.

- Supply chain monitoring: Enhancing the traceability of supply chains to facilitate the delivery of fresher
and safer produce to the market has become a crucial aspect of agricultural operations.
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3.2. Risks and dangers

Like any emerging technology, Al presents numerous questions and obstacles that need to be addressed. The
pursuit of advantages inevitably brings about risks. It is crucial to analyse the potential unintended
consequences of using Al in agricultural settings, as well as the impact of Al advancements in other sectors
on agriculture. Additionally, according to ref. [22], failure to realise the potential benefits of the Al
application poses a risk that must be taken seriously. Throughout the development of Al, all potential risks
must be evaluated and assessed, and the possible drawbacks of implementation must be carefully examined
[23] prior to the deployment of the Al system.

The creation of a machine that mimics human intelligence demands significant time and resources, resulting
in high production costs. It requires cutting-edge hardware and software for operation, increasing additional
expenses [16]. Stakeholders in agriculture, similar to other industries, face challenges related to Al use, such
as substantial investment requirements, compatibility with existing technological frameworks, and the need
for specialised skills and resources for operation [2].

It is crucial to ensure proper collection, storage, and processing of daily generated data necessary for the
functionality of Al systems [24]. The variation in the quality of the data collected in agriculture [25] can pose
challenges during processing. To facilitate data transmission, the establishment of a high-speed (wireless)
computer network is imperative. Furthermore, achieving interoperability between systems from different
software developers and clarifying the collected data may present obstacles [24] [26]. The effective use of
these systems also requires user training (farmer) and the organisation of specialised workshops [27]. Lastly,
the development of innovative business models is vital to the efficient adoption of new technologies [25]
[26].

A. Legal Considerations

The rapid advancement of Al in agriculture has the potential to make existing regulatory frameworks
obsolete, thereby posing challenges to the safe and responsible use of this technology. A significant barrier
to the widespread adoption of data-driven agricultural technology is the lack of clarity surrounding the legal
interpretation of data ownership and data security concerns [25] [28].

In the European Union, personal data are protected by stringent regulations, such as the General Data
Protection Regulation (GDPR). Although certain agricultural data can be considered personal data, most of
the data in this domain are not subject to the same level of regulatory oversight. In 2018, a contractual
agreement known as the EU Code of Conduct on the sharing of agricultural data was established and
approved by nine major European agricultural organisations [29]. According to this agreement, the data
producer is deemed the rightful owner of the generated data, and any subsequent use of these data requires
prior consent and adherence to the conditions outlined in the contract, often involving a fee. Although this
agreement is voluntary in nature, the participation of influential organisations that have signed it provides
some assurance about the transparency and responsible use of data produced by agricultural entities [10].

It is crucial that both agricultural practitioners and researchers have access to the data that have been
collected. However, this can potentially clash with the concerns and rights of farmers, who often harbour
apprehensions about their data being disclosed to the public [28]. Despite the presence of contracts that aim
to regulate data security, there is still a sense of mistrust with respect to data management between farmers
and companies [30].

The question arises as to who should be responsible for the damages caused by Al [2]. Should it be the
owner/user, the manufacturer/distributor of the ‘device’, or the programmer? If the sole burden of damages
falls on the user, it could potentially erode trust in Al-driven technologies, while excessively stringent
regulations may hinder innovation [31].

Al has the potential to affect the right to privacy and data protection through various means, such as facial
recognition technology, online tracking, and profiling [31]. The misuse of data poses a significant risk, which
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justifies the need for legal regulations. Although data ownership and security are often highlighted in legal
discussions, it is essential to consider other areas that may also be influenced by Al, such as aviation safety
regulations, self-driving vehicle regulations, and environmental protection issues [32]. Furthermore, ethical
considerations should not be overlooked [33] along with the legal and regulatory frameworks.

B. Reliability Considerations

The current capabilities and future advancements of Al, including generative language models such as
ChatGPT, present both opportunities and challenges, as well as potential dangers, for humanity and
specifically for the field of agriculture. Al-powered chatbots are now widely accessible through various
search engines, offering a convenient and efficient means of accessing relevant information, including
agricultural topics. This accessibility saves valuable time and effort that would otherwise be spent on lengthy
search and research processes. However, it is crucial to acknowledge that improper training or imprudent use
of these chatbots can introduce risks to users. Despite their ability to provide seemingly plausible answers,
even to experts, these systems are not immune to generating incorrect or non-sensical responses, as
highlighted by ref. [34].

Al systems, particularly those employing machine learning, often function as enigmatic "black boxes" for
users [35]. This opacity raises concerns about the lack of human understanding of the decision-making
process and its potential for unpredictable behaviour under unexpected circumstances [22]. Consequently,
the reliability of such systems and the appropriate circumstances for their use are in question [36]. For
instance, when an Al system, known for its reliability, suggests a course of action that contradicts a farmer’s
own judgment, what should the farmer do? This dilemma prompts an examination of the parties responsible
for the results generated by Al systems and the distribution of accountability [37] [38] [39] [40], as discussed
in the section on legal considerations. Who bears responsibility in such cases? Is the farmer using the tool,
the system designers, or the individuals who provided the training data? Furthermore, there is a risk that the
party at fault may evade accountability or that no one will be held responsible at all. Until these issues are
resolved, the potential benefits of Al in agriculture may not be realised, as farmers and agricultural producers
hesitate to adopt and embrace Al technologies [22].

C. Digital (data) security considerations

The agricultural industry faces a significant challenge in effectively managing the vast amount of data it
generates. Traditional tools and methods are no longer sufficient to meet the demands and complexities of
the present time. Therefore, there is a need for new and more advanced technological solutions [30].

The advent of digitalisation in agriculture brings with it the potential vulnerability to cyberattacks. It is crucial
to consider not only the familiar forms of attacks such as ransomware and denial of service in other sectors,
but also the disruption of Al-controlled machinery. These machines include autonomous sprayers, self-
driving tractors and harvesters, and robot swarms used for crop inspection, among others [23]. Furthermore,
the deployment of Al itself can pose risks [41]. For example, attacks that deceive autonomous tractors into
planting seeds too deep or causing damage to crops can have severe consequences on food security, the
economy, and society as a whole [22]. To mitigate this risk, it is crucial to involve appropriate professionals,
such as ethical hackers, during the development phase of Al systems. Their expertise can contribute to
ensuring the security and integrity of these systems [42].

If Al becomes widely adopted and plays an important role in agriculture, there is a potential vulnerability to
cyber attacks targeting the agricultural sectors of developed countries, especially during times of war or
terrorist activity [43] [44]. This could lead to the exposure or misuse of sensitive agricultural data if adequate
security measures are not in place. The risk of data leakage is a concern, which could have serious
implications for farmers, farms, and food security due to the compromise of critical information related to
crops, livestock, and supply chains [42] [45].
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In addition, Al systems have the ability to increase surveillance on agricultural workers using the data they
generate to monitor and supervise individuals [46]. Al applications that interact physically with individuals
or are integrated into the human body may pose security risks if not designed and implemented with adequate
precautions, used incorrectly, or targeted by online attacks.

D. Algorithmic Bias Considerations

The effectiveness of machine learning systems is highly dependent on the quality of training data. When the
data used for training are distorted, inaccurate results can be obtained, aligning with the GiGo (Garbage In,
Garbage out) principle. Data distortion refers to data that deviates from the reality it is intended to represent.
For instance, image recognition systems are trained using photographs captured under various lighting
conditions and backgrounds. Consequently, Al algorithms learn to classify objects based on these diverse
factors [47] [48]. There are two distinct types of bias in this case:

- First, the use of systems trained in different regions with varying environmental conditions [49] can pose
numerous challenges for agricultural producers. Diskrepancies in environmental factors can lead to
inaccurate predictions or recommendations, affecting the effectiveness of Al-based agricultural
practices.

- Second, another issue arises from the fact that the data used to train Al systems predominantly originate
from industrial management practices. This can be problematic as many regions still adhere to small-
scale and indigenous farming traditions, where digital agriculture technologies are not prevalent.
Consequently, Al systems may not be trained on data that represent these local farming practices, which
can result in inadequate support or exclusion of local farms. As a result, society would lose valuable
knowledge embedded in the traditions of local climate, flora, and fauna [22].

E. Economic vulnerability considerations

Ref. [50] suggests that the use of artificial intelligence systems that have the ability to have a significant
impact on stock exchange rates can have extensive economic consequences that extend to agriculture, food
raw materials and food prices. These consequences could cause a crisis and potentially disrupt the entire
agricultural sector. It is important to note that the data used in these systems are not limited to agricultural
properties or plants. The entire food supply chain is involved in producing and using these data, which affects
the entire chain [51]. Furthermore, the reliance on artificial intelligence technology can lead to the loss of
traditional knowledge and skills, as well as to a lack of diversity in agricultural practices. Overreliance on
Al systems can leave farmers vulnerable to various disturbances, including system failures, data loss, or
technical problems. This poses significant risks not only for farmers but also for the broader food economy
[44].

Automating agricultural processes can also lead to a loss of autonomy for farmers, as they may depend on
Al systems [22] or systems manufacturers [24] to make decisions. This change in decision-making powers
may lead agricultural experts to hand over control to organisations that own the data.

F. Considerations Related to the Deepening of economic inequalities

Farmers using artificial intelligence systems can gain a competitive advantage over low-level technology
system users [24]. Information gaps between the modern Al-based and other economies can distort market
competition because the former have access to better and more in-depth information. The high cost of
implementing artificial intelligence tools can make them unobtainable for economies with low capital
intensity, exacerbate existing inequalities in the agricultural sector, and restrict access to advanced
technologies that may be most useful. This situation could lead to a further concentration of capital and
energy for larger agricultural enterprises [23] [52] [53].
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The development and ownership of Al technology is predominantly in the hands of large companies, which
use their dominance to control the entire food supply chain and market. As small economies struggle to
compete with industrial giants, the concentration of power and capital can deepen economic and social
inequality [22] [25] [54] [55].

G. Considerations for Agri-Jobs

The appeal of Al lies in its ability to perform cognitive tasks traditionally performed by humans, which could
lead to a reduction in the demand for human labour if machines prove to be more efficient in producing
goods and delivering services. The probability of automation depends on whether they involve cognitive or
manual tasks, as well as whether they follow a routine pattern or not [56] [57]. It is evident that Al will also
bring about a transformation in the nature of work within the agricultural sector [22].

The potential impact of Al on the workforce, particularly in agriculture, is a topic of concern due to the risk
of mass unemployment associated with its widespread adoption [7]. The use of Al-powered robots in
agriculture poses a threat to jobs that involve manual labour and require lower qualifications. Moreover, the
notion that Al could replace many intellectual tasks is a common concern [58]. Consequently, the
implementation of Al in agriculture, similarly to other sectors, may jeopardise the employment of people
engaged in both physical and cognitive work [57].

The proliferation of Al is expected to result in job displacement, while simultaneously generating new job
opportunities that require higher skill levels and fostering the emergence of creative job roles [16]. The
supervision of Al systems is expected to require fewer individuals, but those engaged in this work will require
greater expertise [59].

Furthermore, it is expected that if only tasks beyond the capabilities of machines are performed, the expertise
required for these remaining jobs will likely decrease compared to the present [59] [60]. In the realm of
agriculture, the overall impact is projected to be negative. Although the implementation of Al will
undoubtedly create new jobs, it is unlikely to generate as many jobs in agriculture as it eliminates [22].
Researchers speculate that in the future, the management of a farm will resemble the management of any
other business, with teams consisting of humans and robots [22]. Education and training play a vital role in
equipping individuals with the necessary skills for these domains [31].

H. Considerations on the Transformation of the relationship between the Country and the city

The potential impact of Al on rural areas goes beyond job losses. It can cause demographic changes and alter
the social and political dynamics of rural and urban populations [61]. This can have an impact on the political
and financial support received by farmers and the agricultural sector. If agriculture is perceived as a mere
part of the information technology sector or if resources are concentrated in this sector, maintaining support
is difficult and could lead to political dissatisfaction.

It should also be noted that a decrease in employment opportunities in agriculture can also lead to the
emergence of new companies in rural areas, such as hospitality and tourism [62]. Reorganisation of
agricultural jobs can gradually blur cultural differences between urban and rural areas [63] [64] [65] and lead
to economic and political transformations [22].

I.  Environmental Considerations

Al systems that prioritise resource-intensive management practices, despite their inefficiency, can initially
enhance efficiency and increase crop yield. However, this improvement often comes at the expense of the
environment. Al systems programmed solely to maximise short-term crop yield tend to overlook the long-
term environmental consequences associated with their actions [42]. Such disregard for the environment can
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result in long-term negative effects, such as the excessive use of chemicals that disrupt the delicate balance
of local flora and fauna. Ultimately, this disruption can cause damage to ecosystems and biodiversity [66].
Furthermore, the contribution to the proliferation of monoculture is another concern, as it is widely
recognised to have detrimental effects on the environment [67]. The development and increased adoption of
genetically modified crops may also make agriculture more susceptible to crop losses, as these modifications
can inadvertently enhance vulnerability to plant diseases [22].

Al systems trained on data from a specific region may not consider the unique environmental factors and
biodiversity of other regions, potentially leading to unintended consequences and exacerbating biodiversity
loss. This highlights the importance of responsibly developing Al technologies and testing them in controlled
environments to prevent negative impacts on the environment [8] [42]. Ensuring the sustainability of Al
solutions in agriculture is essential for long-term economic and environmental viability, as well as the
preservation of natural resources.

J.  Alienation from the Natural World

Al systems have the ability to simplify and distort our perception of the world by transforming everything
into data. This can lead to a loss of connection with the natural world, as highlighted by ref. [68] and [69].
The widespread use of Al in agriculture has the potential to alter our understanding and appreciation of the
natural world, as it encourages us to view it through the lens of data. This change in perspective can
undermine political support for environmental initiatives, as the value of the natural world may be
overshadowed by its quantifiable aspects.

Furthermore, improper use of Al can negatively impact animal welfare. Articles [70] [71] [72] have
highlighted their concern that, in certain agricultural contexts, the suffering of animals may be obscured by
the collected data and the relationships formed from them.

It is important to recognise that if we treat nature solely as a data system to be analysed and manipulated,
there can be detrimental consequences for both the environment and us. Our world cannot be fully described
or understood solely by numerical data, and it is crucial to recognise that plants and animals are not mere
machines [22].

4. CONCLUSIONS

Some analysts predict that in the near future, a market-economic environment may emerge that does not
favour the widespread adoption of Al in agriculture. This can be attributed to several key factors, such as a
significant decline in investor and user interest in new technology, increased development costs, and the need
for stringent regulations [73].

As appears, Al now has enormous potential in various sectors, including agriculture, making it an attractive
prospect for farmers and suppliers of Al systems. Its integration into agriculture has the potential to increase
efficiency, productivity, and sustainability, ultimately leading to a more resilient and food-secure world.
However, along with these numerous opportunities and advantages, the introduction and implementation of
this new technology also brings forth a multitude of risks and hazards, discussed in this article. In the
agricultural industry, there are unprecedented challenges posed by Al for which only seemingly suitable
solutions are currently being developed. For the squeezing solution many stakeholders are required to
cooperate between experts of several disciplines, farmers, companies, governments, and international
organisations.
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